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Cyber Attacks

Sources of Attacks Types of Attacks
= Hackers » Malware attack (incl. Ransomware)
* |nsiders = Password attack
= Criminal groups * Denial-of-service (DoS) and distributed

= Foreign intelligence services denial-of-service (DDo0S) attacks

= Others = Eavesdropping attack
= QOthers

PILLAR consuLTING, INC |t Zmﬁwemmmwmm ;;




Vulnerabilities to Intelligent Transportation Systems (ITS)

= Use of advanced technologies in roadway systems is increasing to meet
operational needs

» Modern transportation field devices increase opportunities for attacks
o Controllers are Linux computers that may support multiple and concurrent on-street applications
o Other IP-enabled field devices

= Modern communications increase opportunities for attacks
o Transportation protocols used do not have security built-in (e.g., NTCIP)
o Communications are commonly not encrypted by other means

= Traffic Operations will have to adapt to new and less convenient ways of
doing things

= Trend to connect to “everything” has the attention of bad actors worldwide
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Vulnerabilities to Intelligent Transportation Systems (ITS)

= Consider a foreign state-sponsored cyber attack on US roadway infrastructure

o Signal timing changes, blocked sensor calls, flash conditions, and dark signals could have
major financial impact on a metropolitan area

o 2009 report estimated the cost of congestion in major urban areas for surface
transportation systems

. Included Travel Time Delay, Unreliability, Vehicle Operating Costs, Reduced Mobility, and
Excess Emissions

New York City congestion cost was $7.5B per year (approx. $856K per hr)
Los Angeles congestion cost was $12.8B per year (approx. $1.46M per hr)

Travel time Delay accounted for 71% of the overall cost of congestion
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Cybersecurity Standardization

» Lack of cybersecurity in ITS standards has been a problem for both
Infrastructure Owner Operators (I00s) and manufacturers

o Manufacturers have developed cybersecurity features but lose money on low-bid
procurements

o 1O0Os don’t know what cybersecurity features and tools they need

» Standardization promotes known levels of capability
o |OOs can procure equipment and software with cybersecurity features and tools built-in

o Manufacturers and software providers know their competitors will have to develop similar
capabilities

o Pricing should be competitive
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Cybersecurity Standardization

=  Only works if...

o |OOs specify cybersecurity standards in their procurement specifications
o Validate that their suppliers provide them
o Appropriately use the features and tools

= To be successful we must have...

o Cybersecurity built into our equipment and systems
o Cybersecurity built into our policies, processes, and procedures
o Ownership — It's ours, not something put on us

We must understand that cybersecurity is safety.
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Advanced Transportation Controller (ATC) Cybersecurity Project

= Multi-year project to produce an ATC Cybersecurity Standard for the ATC family of standards
including
o ATC 5201 ATC Standard
o ATC 5401 ATC Application Programming Interface (API) Standard
o ATC 5301 ATC Cabinet Standard

= Existing ATC standards will require conformance to the ATC Cybersecurity Standard
o Approach allows cybersecurity solutions to be developed as a complete system
o New cybersecurity mitigations can be documented more rapidly

ATC
Controller
Standard
ATC Cyber ATC
Standard API
ConOps —* Standard
Requirements ATC
Design ﬂ Cabinet
> Standard
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ATC Cybersecurity Project

= Focus is on requirements for equipment and communications that will enable
agencies to keep their systems secure

o Requirements and specifications primarily for manufacturers and software providers
o Agencies must require ATC standards in their specifications and use the features

= Completed the Concept of Operations phase of development in August 2023
o Includes background introduction to transportation field cabinets and ATC standards
o 49 cybersecurity needs identified
o Most content relevant for non-ATC cabinet systems and equipment

= Currently 140+ stakeholders participating

o Cybersecurity professionals, agency representatives, manufacturers, software
developers/providers, integrators, consultants, USDOT
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ATC Cybersecurity Working Group (WG) — Level 1 Conformance
= (Cabinet Access

= Linux Kernel/Board Support Package
a Long-Term Support (LTS) or Super Long-Term Support (SLTS)

=  Start-up Script — Mitigate automatic start-up script on ATC units
» Software Updates — Add general requirements for SW updates
» Logging — System/Security/Applications

= Controller Access — Password+ (Multi-Factor)
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ATC Cybersecurity Working Group (WG) — Level 1 Conformance
= Disable by Default — Ports and services are disabled from the factory

= Validate Software Is Authorized
o Security checks on OS, API Software, Applications, Scripts, etc.

= Facilitate Inventory — Physical, Software
= Network Protection — Firewalls, Use of Cloud Services

=  QOther

o List of all programmable parts, Software Bill of Materials (SBOM)
o Encrypted Protocols, (D)TLS 1.3
o Other low-hanging fruit
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System Requirements Development
Had reduced funding in 2024 and 2025 due to ITE “umbrella contract”
Established an ATC Draft Team to draft the initial Level 1 requirements
Cubic, Econolite, EDI/Synapsel TS, Q-Free, SWARCO McCain, and Yunex
Have addressed 30 user needs with 100+ requirements so far

Anticipate that more requirements will be added as we go through reviews
with the ATC Cyber WG

ATC Cyber WG met in June and may meet again this summer
o Meetings are currently unfunded

Anticipate funding for FY2026



Other Project Benefits

= Developed attack trees during the project
o Documented in a step-by-step fashion, different ways of attacking the system

o Objective was to discover unforeseen vulnerabilities and ensure that user needs that
mitigate them are identified

o Multiple vulnerabilities have been identified

= Establishing a Joint AASHTO, ITE, and NEMA vulnerability reporting process

o Allows Joint SDO projects to provide stakeholders with an opportunity to review a
cybersecurity concern with a panel of experts

o Panel may make recommendations to the submitter

o Ultimately, vulnerabilities are reported through the Cybersecurity and Infrastructure
Security Agency (CISA)
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Available now...

= NEMA Standards Publication TS 40008-2023 Cyber and Physical
Security for Intelligent Transportation Systems (ITS)

o “Higher level” standard

a Best choice to use today, standards should complement each other when ATC
Cybersecurity Standard is completed

a For purchase

https://www.nema.org/standards/view/Cyber-and-Physical-Security-for-Intelligent-
Transportation-Systems-ITS
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What are we going for?

» Defense-in-depth
o Application of multiple countermeasures in a layered or stepwise manner

o Layering heterogeneous security technologies to ensure that an attack missed by one
technology is caught by another

» Adequately Secure System

a To meet minimum tolerable levels of security, as determined by experience, analysis, or a
combination of both

o To be As Secure As Reasonably Practicable (ASARP) where an incremental
Improvement in security would:

« Require a disproportionate deterioration of meeting other system cost, schedule, or
performance objectives

* Violate system constraints

 Require unacceptable concessions, such as an unacceptable change in the way
operations are performed
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How to Get Involved

o For a copy of the ATC Cybersecurity ConOps go to
https://lwww.ite.org/ITEORG/assets/File/ATCCyberStd ConOps v0103 230808.pdf

o To participate in the ATC Cybersecurity Project, email your request to
standards@ite.org with subject “ATC Cybersecurity Stakeholder”

Ralph W. Boaz
President

Pillar Consulting, Inc.
714-803-0330
rboaz@pillarinc.com
www.pillarinc.com
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